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Abstract. 

AWDO is a meme coin built on the Solana blockchain with the unique utility of 

scam detection. AWDO empowers its community to detect and report suspicious 

tokens and projects in real-time. Through advanced detection algorithms, 

community-driven reporting, and transparent voting, AWDO establishes a 

secure ecosystem. This whitepaper presents AWDO’s technology, detection 

methodology, and a five-phase roadmap to grow its utility and market presence. 

 

1. Introduction 

• Background: The rapid growth of the cryptocurrency market has brought along an 

increase in fraudulent projects, leading to heavy financial losses for investors. A 

decentralized, transparent, and community-driven solution is essential to mitigate these 

risks. 

• Mission: AWDO aims to protect the crypto community from scams by providing real-time, 

AI-based scam detection. 

• Unique Value Proposition: Unlike traditional meme coins, AWDO has a real-world 

function: protecting investors by identifying potential scams and fostering a safer crypto 

environment. 

2. Technology Overview 

• Solana Blockchain: AWDO is deployed on Solana, utilizing its high throughput and low 

transaction costs, which are crucial for handling large-scale, real-time data needed for scam 

detection. 

• Smart Contract Architecture: AWDO’s smart contracts store and manage all data on 

scam detections, token transfers, and staking, ensuring transparency and reliability. Open-

source and these contracts enable a secure ecosystem. 

• Detection Algorithm: 

o On-Chain Analysis: The algorithm analyzes transaction history, wallet behavior, 

liquidity activity, and token metrics in real time. 

o Community-Driven Reporting: AWDO’s decentralized platform allows users to 

flag suspicious tokens, with reports being verified through a community voting 

mechanism. 

o Risk Scoring: AWDO calculates a risk score for each flagged project based on 

previous scam characteristics and ongoing community input, updating scores 

dynamically. 

 



3. Scam Detection Methodology 

3.1 Advanced Machine Learning Models 

• Data Sources: AWDO gathers transactional data, wallet activities, token price trends, and 

social media mentions to create a comprehensive dataset. 

• Feature Engineering: Core features like wallet activity, liquidity volatility, and social 

engagement are distilled from the data and fed into predictive models. 

• Model Training and Deployment: AWDO’s algorithm is trained to classify tokens into 

risk categories. Using Solana’s low-cost transactions, the model is frequently retrained with 

new data to improve its accuracy. 

3.2 Community Verification System 

• Decentralized Reporting: AWDO holders can submit tokens for review through a 

decentralized reporting interface. Submitted reports undergo community voting, allowing 

holders to collectively verify reports. 

• Staking and Rewards: Users stake AWDO tokens when submitting or voting on reports. 

Valid reports earn rewards, while rejected reports result in a partial loss of staked tokens, 

discouraging false reporting. 

3.3 Transparency and Security 

All detection data, risk scores, and voting results are stored on the blockchain, allowing for 

independent verification. AWDO’s transparency ensures that users can trust the information and 

participate confidently. 

 

4. Growth Plan: Phase 1–5 

Phase 1: Launch and Community Foundation 

• Token Distribution: Fair Lunch in Pump fun 

• Initial Marketing: Drive awareness on social media channels and crypto forums. 

Highlight AWDO’s utility in preventing scams, differentiating it from standard meme 

coins. 

• Airdrop and Collaboration: Incentivize people to join a project’s ecosystem, whether it’s 

by holding tokens, participating in activities, or spreading the word. 

Phase 2: Platform Development and Utility Integration 

• Risk Dashboard: Launch a real-time scam detection dashboard that displays risk scores, 

flagged tokens, and verified reports for the community to access. 

• API for Scam Detection: Develop an API for exchanges and decentralized applications 

(dApps) on Solana, allowing them to integrate AWDO’s scam detection data. 



Phase 3: Expansion of Detection Mechanisms 

• Data Collection Expansion: Enhance data sources to include external data points like 

social media engagement, token price feeds, and market volatility indicators. 

• Community Voting Expansion: Allow users to vote on potential partnerships and 

ecosystem changes, increasing decentralization and community involvement. 

Phase 4: Staking and Reward Mechanisms 

• Enhanced Staking for Report Validation: Introduce tiered staking for report validation 

to incentivize high-quality reporting and detect spam or malicious submissions. 

• Reward Pools: Allocate a percentage of benefits from the AWDO network to fund 

community rewards, encouraging active participation. 

Phase 5: Full Decentralization and Governance 

• DAO Implementation: Transition AWDO into a Decentralized Autonomous Organization 

(DAO), allowing token holders to fully control governance and project direction. 

• Partnerships and Integrations: Collaborate with other Solana projects to integrate 

AWDO’s detection tools across the ecosystem, establishing AWDO as a trusted security 

layer for Solana. 

 

5. Conclusion 

AWDO’s mission is to build a safer, more transparent cryptocurrency environment. By combining 

community involvement, innovative technology, and advanced scam detection algorithms, AWDO 

becomes more than just a meme coin; it’s a proactive safeguard for the crypto community. Through 

a phased roadmap, AWDO aims to grow sustainably, empowering users and reducing the impact 

of scams in the Solana ecosystem. 

 

 

 

 

 

 

 

 



 

 

Table 1 : AWDO Token Distribution and Initial Allocation 

Platform Description 

Pumpfun Fair Launch in Pumpfun 

 

Table 2 : Scam Detection Algorithm - Key Features 

 

Table 3 : Risk Score Classification 

 

The risk score classification provides an intuitive framework for evaluating token safety within the 

AWDO ecosystem. A Low risk score (0–2) indicates minimal red flags, suggesting the token is 

stable and trustworthy based on transaction and liquidity data. Low to Moderate scores (2–4) 

highlight minor concerns, such as slight fluctuations in liquidity or wallet activity, but these issues 

are generally not alarming. Moderate scores (4–6) suggest noticeable irregularities, such as wallet 

concentration or inconsistent transaction patterns, requiring closer observation. Moderate to High 

scores (6–8) raise more significant warnings, such as abnormal transaction spikes or increasing 

wallet centralization, signaling heightened risk. High risk scores (8–10) point to strong scam 

Feature Description 

Transaction Frequency High-Frequency, irregular transactions often indicate suspicious activities 

Liquidity Behavior Examines sudden changes in liquidity or withdrawals from token pools 

Wallet Concentration 
Flags tokens with a high concentration in a few wallets, which mau be used for 
rug pulls 

Token Issuance 
Patterns 

Identifies irregular issuance patterns (e.g., excessive token mnting) 

Social Sentiment 
Analysis 

Analyzes sentiment from twitter, telegram, and other platforms to detect 
unusual hype 

Risk Score Criteria 
Recommended 

Action 

Low (0-2) 
No abnormal patterns; strong liquidity; low concentration 
in wallets. 

Safe to proceed. 

Low to 
Moderate (2-4) 

Minor concerns like slight liquidity fluctuations or small 
wallet concentrations. 

Proceed with 
monitoring. 

Moderate (4-6) 
Red flags such as liquidity fluctuations or isolated large 
transactions. 

Caution advised. 

Moderate to 
High (6-8) 

Signs of scam-like activity, such as high wallet 
concentration or sudden transaction spikes. 

High risk, investigate 
further. 

High (8-10) 
Significant indicators of scam activity (e.g., high wallet 
concentration, hype surge). 

Avoid investment. 



indicators, like extreme wallet concentration or suspicious contract activity, and such tokens 

should be avoided. This classification system empowers AWDO users to make informed decisions 

by offering transparency and actionable insights into token risks. 

    Framework 1: AWDO Detection Process Flow 

1. Data Collection 

o AWDO collects data from Solana’s transaction records, social media feeds, token 

pools, and user reports. 

2. Data Analysis and Feature Extraction 

o The system parses the raw data, extracting key features such as liquidity changes, 

wallet behavior, and issuance activity. 

3. Machine Learning Prediction Model 

o Extracted features are fed into the machine learning model, which has been 

trained to categorize tokens based on risk. 

4. Community-Driven Reporting and Voting 

o AWDO holders can report tokens they suspect to be scams, with reports validated 

through decentralized voting. 

5. Risk Score Assignment and Dashboard Update 

o Tokens are assigned a risk score based on both machine learning and community 

voting results. Scores are published on a public dashboard. 

 

 

Table 4 : Phase-by-Phase Development Plan 
 

Phase Key Actions Expected Outcome 

Phase 1 
Launch, community airdrop, collaboration, and initial 
awareness campaigns 

Build initial user base and 
establish brand presence. 

Phase 2 
Dashboard development, risk score integration, 
community voting. 

Real-time scam monitoring 
and user engagement. 

Phase 3 
Expansion of data sources, additional model training, 
community expansion. 

Enhanced detection accuracy 
and more reliable scores. 

Phase 4 Staking enhancements, reward pool integration. 
Incentivize reporting 
accuracy and reduce false 
flags. 

Phase 5 Full DAO transition, Solana ecosystem partnerships. 
Complete decentralization 
and broad Solana adoption. 

 

Each phase in AWDO's development plan is designed to build a robust and decentralized scam 

detection ecosystem. Starting with community-driven distribution and awareness campaigns, 

AWDO quickly establishes an engaged user base ready to participate in reporting and detection 



efforts. By Phase 2 until phase 5, AWDO’s risk dashboard and community voting system empower 

users to assess token risks and verify reports, creating transparency in real time. 

 

1. Data Sources 

• Purpose: This is the foundation of the workflow, where all raw data necessary for scam 

detection is gathered. 

• Types of Data: 

o Solana Blockchain Data: Includes transactional data, wallet addresses, token 

issuance information, and liquidity metrics, directly from the Solana network. 

o Social Media: AWDO analyzes mentions, trends, and user sentiment across 

platforms like Twitter, Reddit, and Telegram, which often indicate a token’s 

popularity or potential manipulation. 

o User Reports: Community members can submit reports on potentially suspicious 

tokens or projects, contributing firsthand data to the system. 

2. Data Collection Layer 

• Function: This layer aggregates all data from various sources. It pulls data regularly to 

ensure that scam detection remains up-to-date with the latest blockchain transactions and 

social trends. 

• How It Works: APIs and data feeds are used to pull information from the Solana 

blockchain and social media. User reports are logged and tagged for verification in the 

following steps. 

 



 

3. Feature Extraction 

• Purpose: This step processes the raw data into specific, meaningful indicators or 

“features” that can be used in the machine learning model. 

• Key Features Extracted: 

o Transaction Patterns: Frequency, timing, and volume of transactions are 

analyzed, as unusual activity (like high frequency or large, sudden movements) 

can indicate fraud. 

o Wallet Behavior: Monitors wallet holdings and transfers. For instance, if a token 

is concentrated in a few wallets, it could signal a potential rug pull. 

o Liquidity: Assesses the token’s liquidity in various pools, as scam tokens often 

have erratic or insufficient liquidity. 

4. Machine Learning (ML) Prediction Model 

• Role: This model classifies each token’s risk level based on extracted features and 

historical data of known scams. The goal is to assign a preliminary risk score for each 

flagged project. 

• How It Works: The model uses patterns learned from previous scams to categorize 

tokens as low-risk, low to moderate-risk, moderate-risk, moderate to high-risk, and high-

risk. It’s regularly retrained with new data to improve its accuracy. 

• Risk Scores: Each token is assigned a risk score between 0 and 10, where 10 represents 

the highest likelihood of being a scam. 

5. Community Reporting and Voting 

• Purpose: This step leverages the AWDO community to verify the model’s findings and 

enhance detection accuracy. 

• Mechanism: 

o Community members can review flagged tokens and vote on the legitimacy of 

reports. Verified reports receive higher confidence scores, while dismissed ones 

may lead to penalties for the reporter. 

o AWDO holders who contribute to valid reports and accurate votes are rewarded, 

incentivizing community involvement. 

6. Public Dashboard 

• Function: The dashboard displays updated scam reports, risk scores, and other relevant 

information on flagged tokens. 

• Transparency: This data is open for all AWDO holders and community members, 

promoting transparency and informed decision-making. Users can check the latest risk 

scores, community feedback, and token activity. 

 



 

7. Updated Risk Scores 

• Process: Following community validation, risk scores are updated, creating a more 

accurate and reliable system. 

• Adjustment: Scores are adjusted to reflect both machine learning predictions and 

community input, providing a comprehensive risk assessment. 

8. AWDO Ecosystem Dashboard 

• Purpose: This is the central interface where users access all features—scam detection 

reports, token risk levels, and community alerts. It serves as a comprehensive hub for 

token safety insights. 

• Value for Users: The dashboard helps AWDO holders make informed investment 

decisions, stay aware of potential scams, and participate in the reporting and voting 

process. 

 

This workflow diagram illustrates how AWDO efficiently combines automated analysis with 

community feedback to build a decentralized, transparent, and effective scam detection ecosystem. 

 


